DATA USE AGREEMENT

This DATA USE AGREEMENT (this “Agreement”), dated as of this ____ day of __________, 2003 by and between OSF Healthcare System d/b/a Saint Francis Medical Center, an Illinois not –for-profit corporation (“Covered Entity”), and ____________________, a_________________ (“Authorized User”).

R E C I T A L S:


WHEREAS, Authorized User performs certain functions (the “Activities”) which are recognized under the Health Insurance Portability and Accountability Act of 1996 and the privacy regulations promulgated thereunder, including 45 CFR § 164.514, as amended from time to time (the “Privacy Rule”) as activities for which Covered Entity is permitted to disclose certain Protected Health Information, excluding Direct Identifiers, as defined below, (the “Limited Data Set”);


WHEREAS, to facilitate the release of the Limited Data Set pursuant to the Privacy Rule, the parties have agreed to enter into this Agreement setting forth their rights and responsibilities regarding the use and disclosure of the Limited Data Set;


WHEREAS, Authorized User agrees to limit its use of the Limited Data Set and protect the Limited Data Set according to the terms and conditions of this Agreement, the Privacy Rule and all applicable state laws.


NOW THEREFORE, in consideration of the mutual agreements, covenants, terms and conditions herein contained, Covered Entity and Authorized User agree as follows:

ARTICLE I

DEFINITIONS

“Direct Identifiers” means, with respect to any individuals or such individual’s family members, names; postal address information, other than town or city, state and zip code; telephone numbers; fax numbers; electronic mail addresses; social security numbers; medical record numbers; health plan beneficiary numbers; account numbers; certificate/license numbers; vehicle identifiers and serial numbers, including license plate numbers; device identifiers and serial numbers; web universal recourse locators (URLs); internet protocol (IP) address numbers; biometric identifiers, including finer and voice prints; full-face photographic images and any comparable images.

“Individually Identifiable Health Information” shall mean information that is subset of health information, including demographic information collected from an individual, and which (i) is created or received by a health care provider, health plan, employer, or health care clearinghouse; and (ii) relates to the past, present or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (a) identifies the individual, or (b) there is a reasonable basis to believe the information can be used to identify the individual.


“Protected Health Information” shall mean Individually Identifiable Health Information that is (i) transmitted by electronic media; (ii) maintained in any medium constituting electronic media; or (iii) transmitted or maintained in any other form or medium.  “Protected Health Information” shall not include (i) education records covered by the Family Educational Right and Privacy Act, as amended, 20 U.S.C. § 1232g and (ii) records described in 20 U.S.C. § 1232g(a)(4)(R)(iv).

ARTICLE II

DISCLOSURE OF LIMITED DATA SET TO AUTHORIZED USER

Section 2.1
Activities.  Authorized User shall use the Limited Data Set only for such Activities as are set forth on Exhibit A, attached hereto and incorporated herein.  Authorized User shall not materially alter the Activities for which it uses the Limited Data Set without obtaining the prior written approval of Covered Entity.  Authorized User represents and warrants to Covered Entity that it will not use or further disclose the Limited Data Set in a manner that would violate the Privacy Rule, if so used or disclosed by the Covered Entity.

Section 2.2 
Content of Limited Data Set.  Covered Entity agrees to disclose the Limited Data Set, including the type of Protected Health Information listed on Exhibit B, to Authorized User for use by Authorized User in the performance of the Activities.


Section 2.3
Minimum Necessary Information.  Authorized User represents and warrants to Covered Entity that the Limited Data Set provided for in this Agreement represents the minimum necessary Protected Health Information required for its performance of the Activities.

ARTICLE III
USE AND TRANSFER OF LIMITED DATA SET

Section 3.1
Use of Limited Data Set.  Authorized User may use and disclose the Limited Data Set only as permitted under the terms of this Agreement or as required by law, but shall not otherwise use or disclose the Limited Data Set and shall ensure that its directors, officers, employees, contractors and agents do not use or disclose the Limited Data Set in any manner that would constitute a violation of the Privacy Rule if used by Covered Entity.  Authorized User agrees not to use the Limited Data Set in such a way as to identify any individual and further agrees not to contact any individual. Authorized User shall limit the use or receipt of the Limited Data Set to the individuals or classes of individuals set forth on Exhibit C.

Section 3.2
Third-Party Contractors.  Authorized User shall obtain and maintain a Use Agreement with each agent or subcontractor of Authorized User that acquires access rights to the Limited Data Set.  Such agreement shall obligate the agent or subcontractor to comply with the terms and conditions of use of the Limited Data Set, as set forth in this Agreement and in the Privacy Rule.

ARTICLE IV
CONFIDENTIALTIY AND OWNERSHIP OF LIMITED DATA SET

Section 4.1
Confidentiality of Limited Data Set.  Authorized User shall use all appropriate safeguards to prevent use or disclosure of the Limited Data Set other than as permitted under this Agreement.  Authorized User shall not re-disclose all or part of the Limited Data Set, except as provided for in this Agreement, without the prior written authorization of Covered Entity; shall not use the Limited Data Set, directly or indirectly, other than for carrying out Authorized User’s purposes, as documented in this Agreement; shall keep the Limited Data Set confidential and ensure that its affiliates, officers, agents, advisors, employees and/or representatives who have access to the Limited Data Set for purposes of carrying out the Authorized User’s purposes as set forth in this Agreement comply with the nondisclosure obligations contained in this Article IV and as otherwise provided for in this Agreement.  Authorized User agrees to be responsible for any breach of this Article IV by its affiliates, officers, agents, advisors, employees and/or representatives.  If Authorized User is requested or required as a result of a judicial or regulatory proceeding to disclose all or any part of the Limited Data Set, Authorized User agrees to provide Covered Entity with immediate notice thereof so that Covered Entity may seek an appropriate protective order, if it deems such an order necessary and appropriate to protect the Protected Health Information provided to Authorized User under this Agreement; provided that, if such protective order is not obtained, Authorized User may disclose all or any part of the Limited Data Set if required to do so by any court or regulatory authority having jurisdiction over Authorized User.

It is understood and agreed that money damages would not be a sufficient remedy for any breach of this Article IV and that Covered Entity shall be entitled to seek specific performance and injunctive or other equitable relief, in addition to all other remedies available at law or equity, as a remedy for any such breach, without the necessity of security or the posting of any bond.


Section 4.2
Return of Protected Health Information upon Termination.  In the event that either party terminates this Agreement, Authorized User agrees to return to Covered Entity any and all documents, records, claims information, notes, communications, writings, charts, or other recorded matter of any kind documenting all or any part of the Limited Data Set provided under this Agreement.


Section 4.3
Reporting of Disclosures of Protected Health Information.  Authorized User shall report to Covered Entity any use or disclosure of the Limited Data Set in violation of this Agreement or the Privacy Rule by Authorized User, or its officers, directors, employees, contractors, agents or any other third party to whom Authorized User supplied the Limited Data Set within seven (7) days of obtaining knowledge of such disclosure.

Section 4.4 
Ownership of Information Contained in Limited Data Set.  Authorized User acknowledges that, as between Authorized User and Covered Entity, all Protected Health Information shall be and remain the sole property of Covered Entity, including any and all forms thereof developed by Authorized User in the course of its fulfillment of its obligations pursuant to this Agreement.

ARTICLE V

INDEMNIFICATION

Authorized User shall indemnify, hold harmless and defend (if requested by Covered Entity) Covered Entity and its officers, directors and members (all of the foregoing collectively referred to in this Article V as the “Indemnitees”) from and against any and all liabilities, costs, expenses and damages, including attorney’s fees, actually and necessary incurred by or imposed on any of the Indemnitees in connection with or resulting from any claim, action, suit or proceeding, whether civil, criminal, administrative or investigative, or any appeal thereon, with which an Indemnitee may be or become involved or with which an Indemnitee may be threatened, as a party or otherwise, as a direct or indirect result of any actions or omissions of Authorized User, its agents or subcontractors, including failure to perform its obligations under this Agreement, or as a result of Authorized User’s negligence or willful misconduct in its performance of its duties under this Agreement.

ARTICLE VI

INSURANCE

Authorized User shall obtain and maintain and during the term of the Agreement liability insurance covering claims based on a violation of the Privacy Rule or any applicable state law or regulation concerning the privacy of patient information and claims based on its obligations pursuant to this Agreement in an amount not less than $1,000,000 per claim and $3,000,000 annual aggregate.  To the extent that such insurance is purchased on a “claims made” basis, Authorized User agrees to purchase appropriate “tail” coverage upon termination of this Agreement.  All insurance coverage shall name Covered Entity as an additional named insured.  A copy of the policy or certificate evidencing such coverage shall be provided to Covered Entity upon execution of this Agreement.  Authorized User shall immediately notify Covered Entity of any amendment, modification, renewal, or cancellation of the insurance coverage provided for in this Article VI.

ARTICLE VII
TERM AND TERMINATION

Section 7.1
Term.  The Term of this Agreement shall be ______ year(s), such Term to run concurrently with the ____________________ Agreement executed between the parties.


Section 7.2
Termination For Cause.  Covered Entity shall notify Authorized User in writing in the event that Covered Entity becomes aware that Authorized User is or has breached any provision of this Agreement regarding the protection of or restrictions on the use of the Limited Data Set.  Authorized User shall have seven (7) days from the date of such notice to cure such breach.  In the event that such breach is not cured to the satisfaction of Covered Entity within such period, Covered Entity shall have the right to terminate this Agreement immediately and without further notice to Authorized User.  Authorized User acknowledges and agrees that in the event Authorized User’s efforts to cure the breach are unsuccessful, Covered Entity must, under the Privacy Rule, report the breach to the Department of Health and Human Services. 


Section 7.3
Termination Without Cause.  Either party may terminate this Agreement without cause upon ninety (90) days written notice to the other party.

ARTICLE VIII
GENERAL PROVISIONS

Section 8.1
Amendment.  Authorized User and Covered Entity agree to amend this Agreement to the extent necessary to allow either party to comply with the Privacy Rule, the Standards for Electronic Transactions (45 C.F.R. Parts 160 and 162) and the Security Standards (45 C.F.R. Part 142) promulgated or to be promulgated by the Department of Health and Human Services or other statutes or regulations.  Authorized User agrees that it will fully comply with all such statutes and regulations and that it will agree to amend this Agreement to incorporate any material changes required by such statutes and regulations.

Section 8.2
Notices.  All communications hereunder shall be in writing and shall be delivered personally or sent by registered or certified mail, return receipt requested, to the following addresses:



If to Covered Entity:
_________________________________






_________________________________






_________________________________



If to Authorized User:
_________________________________






_________________________________






_________________________________


All communications shall be deemed effective upon receipt.


Section 8.3
Entire Agreement; Waiver.  All prior agreements, contracts, promises, representations and statements, if any, between the parties hereto or their representatives, with respect to the matters covered hereby, are merged into this Agreement, and this Agreement represents the entire agreement between the parties hereto with respect to the mattes covered hereby.  No waiver or modification of the terms hereof shall be valid unless in writing signed by the party to be charged and only to the extent therein set forth.


Section 8.4
Assignment.  This Agreement shall be binding upon and inure to the benefit of the parties hereto and their respective successors and assigns; provided, however, that this Agreement may not be assigned by either party without the prior written consent of the other.


Section 8.5
Severability.  If any provision or part thereof of this Agreement is found to be prohibited, unenforceable or invalid under the laws of any jurisdiction, the provision or part thereof shall be ineffective to the extent of such prohibition, unenforceability or invalidity under the applicable law without affecting the enforceability or validity of such provision in any other jurisdiction, and without invalidating the remainder of such provision or other provisions of this Agreement.


Section 8.6
Survival.  Articles IV, V an VI shall survive termination of this Agreement for any reason.


Section 8.7
Captions.  Captions are provided for convenience only and are not part of this Agreement and shall not be used in the interpretation of this Agreement.


Section 8.8
Counterparts.  This Agreement may be executed in multiple counterparts, each of which shall be deemed an original but all of which shall constitute one and the same instrument.


IN WITNESS WHEREOF, the parties have caused this Agreement to be executed as of the day and year first written above.


COVERED ENTITY


AUTHORIZED USER
By:_____________________________
 By:________________________________

Its:_____________________________
Its:_________________________________

EXHIBIT A
ACTIVITIES IN WHICH LIMITED DATA SET WILL BE USED
APPENDIX B 
CONTENT OF LIMITED DATA SET

APPENDIX C
INDIVIDUALS OR CLASSES OF INDIVIDUALS

WITH ACCESS TO LIMITED DATA SET

